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VoIP Signaling Protocols 



VoIP Signaling Protocols 

    1-H.323 

 ITU-T Recommendation H.323 Version 4  , CISCO IP Phones. 

 

     2- SIP          

 IETF RFC 2543 Session Initiation Protocol. 

      IMS , SIP IP Phones 

 

      3-MGCP /Megaco/H.248 

    Call-Agents (MGC) & Gateways (MG)  

         Same Protocol but different suppliers 

    Megaco from IETF and H.248 from ITU 

               Used between MGC and MGW for VoIP between two MGW under the same  

          MGC 

 

        4- BICC used between two different MGCs to pass VoIP   
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VoIP Signaling Protocols (H.323) 



Describes terminals and other entities that provide 

multimedia communications services over Packet 

Based Networks (PBN) which may not provide a 

guaranteed Quality of Service. H.323 entities may 

provide real-time audio, video and/or data 

communications.  

ITU-T Recommendation H.323 Version 4 

What is H.323 ? 
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H.323 is an “Umbrella” Specification 

H.323 Components - 1 
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• H.323 Terminals 
– IP Phone 

– Software implemented on PC like NetMeeting. 

• H.323 Gateway 
– Gateway can provide translation between entities in a packet switched network 

(example, IP network) and circuit switched network (example, PSTN network). 

• H.323 Gatekeepers 
– Address translation.  

   From IP to E164 

– Admission control.  

  To control the service required by the customer. 

– Bandwidth control. 

    Control the number of multimedia calls to save the Bandwidth. 

• H.323 Multipoint Control Unit 

      MCU provide support for conferences of three or more endpoints. 
 

H.323 Components - 2 



RAS – Registration, Admission and Status Protocol used for communicating between an   H.323 

endpoint and a gatekeeper. 

Q.931 – A protocol for call setup and call establishment between terminals. 

H.245 – A protocol for capabilities advertisement, media channel establishment and conference 

control and Call Control 

PSTN 

Gatekeeper 

Terminal 

H.225/RAS messages 
over RAS channel 

Gateway 

H.245 messages over 
call control channel 

H.225/Q.931 messages over 
call signaling channel 

H.225/RAS messages 
over RAS channel 

H.225/Q.931 (optional) H.225/Q.931 (optional) 

H.245 messages (optional) H.245 messages (optional) 

H.323 Components and Signaling 



– Both endpoints have previously 

registered with the gatekeeper. 

– Terminal A initiate the call to the 

gatekeeper. (RAS messages are 

exchanged). 1 and 2 

– The gatekeeper provides information 

for Terminal A to contact Terminal B. 

– Terminal A sends a SETUP message to 

Terminal B. 3 

– Terminal B responds with a Call 

Proceeding message and also contacts 

the gatekeeper for permission. 4,5,6. 

– Terminal B sends a Alerting and 

Connect message.7,8 

– Terminal B and A exchange H.245 

messages to determine master slave, 

terminal capabilities, and open logical 

channels. 

– The two terminals establish RTP 

media paths. 

Terminal A Gatekeeper Terminal B 

1. ARQ 

2. ACF 

5. ARQ 
6. ACF 

3. SETUP 

4. Call Proceeding 

7.Alerting 

8.Connect 

H.245 Messages 

RTP Media Path 

Simplified H.323 Call Setup 

LRQ = Location request 
LCF = Location confirm 
ARQ = Admission request 
ACF = Admission confirm 
RRQ = Register request 
RCF = Register confirm 



Gatekeeper A Gatekeeper B 

RRQ/RCF 

ARQ 

RRQ/RCF 
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IP Network 

Phone A 

Gateway A 
Gateway B 

H.225 (Q.931) Setup 

H.225 (Q.931) Alert and Connect 

H.245 

RTP 

ACF 

LCF 

V V 

ARQ 

ACF 

Phone B 

LRQ = Location request 
LCF = Location confirm 
ARQ = Admission request 
ACF = Admission confirm 
RRQ = Register request 
RCF = Register confirm 

Basic H.323 Call Setup 



VoIP Signaling Protocols (SIP) 



1. SIP Overview 

2. SIP Protocol 
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What’s SIP? 

• SIP: Session Initiation Protocol 

• Session Initiation Protocol - An application layer signaling protocol 

that defines initiation, modification and termination of interactive, 

multimedia communication sessions between users. 

• Setting up, controlling and tearing down sessions 

• IETF RFC 2543 Session Initiation Protocol 

• SIP is an IETF protocol for multi-media sessions 

• Sessions including text, video, voice, etc. 

• SIP is one of the Internet protocol 

• Text based like HTTP 

• Request/Reply protocol 

• Widely used for successful Internet 

• Can be based on UDP/TCP/SCTP, most of the case now use UDP 



Session Related Protocols 

• SDP (Session Description Protocol) 

• Always is included in SIP message body 

• Session description (SDP) separated from Session management (SIP) 

 

• RTP (Real-time Transmission Protocol) 

• Media transmission e.g. voice, video 

 

• RTCP (Real-time Transmission Control Protocol) 

• Report and adjust the media transmission 



Session Related Protocols 

• Signaling protocol 

• Registration, user locating, and routing 

• Session establishment, modification, and release 
 

 

• Media transport protocol 

• Transmission of voice and video 

l SIP – signaling protocol 

p Session description (SDP) is separated from session management (SIP). 



Simplified SIP Network Architecture 

SIP Request SIP Request 

Media Stream (RTP) 

User Agent 

(Server) 

Receives SIP 

Requests 

 

Request Proxy Server 

Determines Where to 

Send the Signaling 

Messages 

 

User Agent 

(Client) 

Sends SIP 

Requests  

SIP Response SIP Response 



SIP Network Elements 

• SIP use client/server architecture 

Logical SIP entities are: 

User Agents (UA) 

 User Agent Client (UAC): 

Initiates SIP requests 

 User Agent Server 

(UAS): Returns SIP 

response 

 Both UAC and UAS can 

terminate a call 

 Register: Maintains the location of 

SIP users, sip clients needs to update 

the location using register request 

 Proxy: decides next hop and forwards 

request 

 Redirect: Accepts SIP request and 

translates to new address 

Network Servers 
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SIP NEs definitions - 1 

• An application that initiates, receives and terminates calls.   

– User Agent Clients (UAC) – An entity that initiates a call.  

– User Agent Server (UAS) – An entity that receives a call. 

Both UAC and UAS can terminate a call.  

User Agents 

– The most important tasks are Routing, Authentication and billing. 

– There are two types of SIP Proxy servers: 

– Stateless Servers 

    Simple messages forwarder, Faster. 

– Stateful Servers 

    Create a state and keep it until the transaction finishes. 

    Used in billing and forking. 

Proxy Server 



SIP NEs definitions - 2 

Registrar Server 

– A server that accepts REGISTER requests. 

– Extracts the users data ( IP Address, port and user name) 

– Stores the information in Location Database. 

– Map bob@b.com to bob@1.2.3.4:5060 

– A registrar server is typically co-located with a proxy server 

and may offer location services. 

mailto:bob@b.com


Location Server 

A location server is used by a SIP redirect or proxy server to obtain 

information about a called party’s possible locations. 

To give you the address of the callee. 

SIP NEs definitions - 3 

– A server that accepts a SIP request and send back a reply 

containing a list of current location of user. 

– Unlike a proxy server, the redirect server does not initiate its own 

SIP request.  

– Unlike a user agent server, the redirect server does not accept or 

terminate calls.  

Redirect Server 



SIP URI – SIP Addressing 

• SIP URI : A SIP URI is in the same format as an E-mail address 

•  2 types of SIP URI  

• Address-of-record (AOR): It identifies a user, and is open to the public, for 

instance -- SIP:admin@wagdy.com  

• Full qualified domain name (FQDN) or IP address: It identifies a device, for 

instance – SIP:admin@172.19.1.193  



Contents 

1. SIP Overview 

2. SIP Protocol 

 



Contents 

2. SIP Protocol 

2.1 Message type 

2.2 Message structure 

2.3 Header fields 



Message Types 

l SIP messages can be classified into two types: 

p Request 

n Initiates a session. 

p Response 

n Responds to a request.  



• SIP Requests: 
– INVITE – Initiates a call by 

inviting user to participate in 
session. 

– ACK - Confirms that the 
client has received a final 
response to an INVITE 
request. 

– BYE - Indicates termination 
of the call. 

– CANCEL - Cancels a pending 
request. 

– REGISTER – Registers the 
user agent. 

 

SIP Responses: 
n 1xx - Provisional Responses. 

n 100 Trying and 180 Ringing 

n 2xx - Successful Responses. 

n 200 OK 

n 3xx - Redirection Responses. 

n 302 Moved Temporary 

n 4xx – Negative Final Responses. 

n 486 Busy Here 

n 5xx - Server Failure Responses. 

n 500 Server Error  

n 503 Server Unavailable. 

n 6xx - Global Failures Responses. 

n 604 Does not exist 

SIP components communicate by exchanging SIP messages: 

SIP Messages, Requests and Responses 



SIP Message Type -- Request 

Basic Request Extended Request 

 INVITE: to initiate a session 

 ACK: the response of INVITE 

 CANCEL: to cancel a session 

 BYE: to terminate a session 

 REGISTER: to register in a 

server 

 OPTIONS: for querying servers 

about their capabilities 

 MESSAGE: is applied to IM  

 SUBSCRIBE : to subscribe to a  notify 

event  

 NOTIFY: to send a notify event  

 UPDATE: to modify the session attributes 

at the establishment stage of a call  

 PUBLISH: to distribute its event state to 

the status server  

 PRACK: to indicate the reliability of a 

temporary response  



SIP Message Type -- Response 

• SIP response type: 
 
• 1xx: Provisional -- request received, continuing to process the request; 
 
• 2xx: Success -- the action was successfully received, understood, and 

accepted; 
 

• 3xx: Redirection -- further action needs to be taken in order to 
complete the request; 
 

• 4xx: Client Error -- the request contains bad syntax or cannot be 
fulfilled at this server; 
 

• 5xx: Server Error -- the server failed to fulfill an apparently valid 
request; 
 

• 6xx: Global Failure -- the request cannot be fulfilled at any server. 



Transaction and Dialog  

• Dialog 
 

 Composed with more 

transactions 

 INVITE is the only command 

to create a Dialog. 

 Identified by Call-ID, Local 

Tag and Remote Tag 

 Transaction 

 comprises all messages 

from the 1st request and all 

the response. 

 At least includes one final 

response (not 1xx 

Response) 

 Use branch field in Via 

header and Cseq header to 

identify 



Transaction and Dialog (Cont.) 

• Transaction 
• A request and all its 

response 

Invite 

180 Ringing 

200 ok 

183 

 Dialog 

 Consist of several 

transactions 

Invite 

180 Ringing 

ACK 

PRACK 

183 

200 

200 

200  

Bye 

T1 

T4 

T3 

T2 

T1 



SIP Basic Flow 

• Session setup 

Client A Proxy A Proxy B Client B 

INVITE INVITE 

INVITE 100 TRYING 

100 TRYING 

180 RINGING 

180 RINGING 

180 RINGING 200 OK 

200 OK 

200 OK 

 Registration 

Client A Proxy A 

Register 

401 unauthorized 

Register 

200 OK 

100 TRYING 



SIP Basic Call Flow 

SIP UA1  SIP UA2 

INVITE with SDP for Media Negotiation 

100 Trying 

180/183 Ringing with SDP for Media Negotiation 

200 OK 

200 OK 

BYE 

RTP Stream 

ACK 



Establishing communication using SIP usually occurs in six steps: 

 

– Registering, initiating and locating the user. 

– Determine the media to use – involves delivering a description of 

the session that the user is invited to. 

– Determine the willingness of the called party to communicate – 

the called party must send a response message to indicate 

willingness to communicate – accept or reject. 

– Call setup. 

– Call modification or handling – example, call transfer (optional). 

– Call termination. 

Process for establishing communication 
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SIP Message Structure 

• SIP is a Text-based 
protocol and 
comprise by 3 parts: 

 

• Request/Respon
se-Line 

• Header 

• Body 

 



Request-line in SIP Request Message 

• Request-line = Method SP Request-URI SP SIP-Version CRLF 

 

 

• Method: This specification defines six method 

• REGISTER: for registering contact information 

• INVITE: for setting up sessions 

• ACK: for setting up sessions 

• CANCEL: for cancelling a session 

• BYE: for terminating sessions 

• OPTIONS: for querying servers about their capabilities 

• Request-URI: It indicates the user or service to which this request is being 

addressed. 

• SIP-version 

Example: INVITE sip:bob@wagdy.com SIP/2.0 



• Status-line 

 

• SIP-version 

• Status-code 
• 1xx 
• 2xx 
• 3xx 
• 4xx 
• 5xx 
• 6xx 

• Reason-phase 

Response-line in SIP Response Message 

Example: SIP/2.0 200 OK 



SIP Message Header 

• Message-header: 
• Format: field-name: field-value 

REGISTER sip:registrar.wagdy.com SIP/2.0 
 

Via: SIP/2.0/UDP bobspc.wagdy.com:5060;branch=z9hG4bKnashds7 

Max-Forwards: 70 

To: Bob <sip:bob@wagdy.com> 

From: Bob <sip:bob@wagdy.com>;tag=456248 

Call-ID: 843817637684230@998sdasdh09 

CSeq: 1826 REGISTER 

Contact: <sip:bob@192.0.2.4> 

Expires: 7200 

Content-Length: 0 



SIP Message Body 

• Optional, can be any protocol 

• Most implementations: SDP 

• SDP: Session description protocol, convey sufficient 

information to calling and called party about the user 

capabilities 

• SDP includes: Media to use; Media destination; Session 

name and purpose; Contact information 

• SDP field have a required order 



SIP Message Body - SDP Example 

SDP 

Parameter 

Parameter Name  Remarks 

v Version number v=0 

o Origin containing 

name 

o=<user name> <session id> <version> <network type> 

<address type> <address> 

s session name 

c Connection Connection IP address for media (10.216.6.108) 

t Time t=<start time> <stop time> 

m Media Media format (audio); Port number(17368) 

a Attribute Media encoding (PCM A Law); Sample rate (8000Hz) 

v=0  

o=wagdy 868 868 IN IP4 10.216.9.200  

s=Sip Call  

c=IN IP4 10.216.6.108  

t=0 0  

m=audio 17368 RTP/AVP 8  

a=rtpmap:8 PCMA/8000  
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Header Fields – Basic Headers 

INVITE sip:66500002@191.169.1.110 SIP/2.0 

From: <sip:44510000@191.169.1.116>;tag=1ccb6df3 

To: <sip:66500002@191.169.1.110> 

CSeq: 1 INVITE 

Call-ID: 20973e49f7c52937fc6be224f9e52543@sx3000 

Via:SIP/2.0/UDP server9.example.com;branch=z9hG4kb77ef4c23 

Via: SIP/2.0/UDP 191.169.1.116:5061;branch=z9hG4bkbc427dad6 

Record-Route:<sip:server9.example.com.lr> 

Route:<sip:server10.example.com.lr> 

Contact: <sip:44510000@191.169.1.116:5061> 

Supported: 100rel, 

Max-Forwards:70 

User-agent: Flexit-IMS softphone V1.2D301SP03 

Expires:120 

Content-Length:230 

Content-Type: application/sdp 



SIP Header Fields 

• TO ： the target of this request 

• FROM ： the logical identity of the initiator of the request 

•  Cseq：command sequence No., unique in the Call-ID range 

• Consists of a sequence number and a method 

• The SIP method must be the same as that carried in the request.  

• Call-ID: A globally unique identifier . Call-ID and tags are used to 

identify a dialog. 

• Via: Identifies the route for the response. The Via field prevents 

loops in the message transfer and ensures that the request and 

response follow the same path.  

• The Via field must contain the branch parameter to identify the 

transaction.  

 



• Record-Route： It is added by a proxy in a request to force 

subsequent requests in the session to be routed through the proxy. It 

is used to create the Route header field in subsequent requests. 

• Route: It is used to forcibly route a request through the listed set of 

proxies. 

• Contact: It provides an address for direct communication with the 

user. It is present in INVITE, ACK, and REGISTER requests, 

success responses, call process responses, and redirection 

responses  

• Supported: 100rel,: supporting 1XX responses. A terminal can 

return a PRACK response to improve reliability.  

• Max-Forwards: It limits the number of hops a request can transit on 

the way to its destination. The error response is 483(too many hops). 

It is used in request messages only. 

SIP Header Fields 



Header Fields – From & To 

• TO: the target of this request 

• FROM: the logical identity of the initiator of the 
request, possibly the user's address-of-record 

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

To: Bob <sip:bob@wagdy.com> 

From: Alice <sip:alice@atlanta.com>;tag=1928301774 

 

SIP/2.0 180 Ringing 

To: Bob <sip:bob@wagdy.com>;tag=a6c85cf 

From: Alice <sip:alice@atlanta.com>;tag=1928301774 



 

 

Header Fields– From & To (Cont.) 

• Request URI & From & To 

 

 

INVITE 

REGISTER sip:registrar.wagdy.com SIP/2.0 

 

To: Bob <sip:bob@wagdy.com> 

From: Bob<sip:bob@wagdy.com>;tag=456248 

 

REGISTER 

INVITE sip:ice@wagdy.com SIP/2.0 

To:Ice <sip:ice@wagdy.com> 

 

From: Bob<sip:bob@wagdy.com>;tag=456248 

destination 

subscriber 

callee 

caller 



Header Fields– Contact 

• Contact 

• Provide an address for direct communication with the user.  

• Present in INVITE, ACK, and REGISTER requests, success 

responses, call process responses, and redirection responses  

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

 Contact: <sip:44510000@191.169.1.116:5061> 



Header Fields– Call-ID & Cseq 

• Call-ID: a globally unique identifier 

• Call-ID and tags are used to identify a dialog. 

• Cseq: as a way to identify and order transactions 

• Consists of a sequence number and a method 

Example: 
 INVITE sip:bob@wagdy.com SIP/2.0 

 Call-ID: a84b4c76e66710 
 CSeq: 314159 INVITE 
 

 SIP/2.0 180 Ringing 
 Call-ID: a84b4c76e66710 
 CSeq: 314159 INVITE 



Header Fields– Record-Route and Route 

• Record-Route 

• Added by a proxy in a request to force subsequent requests in the 

session to be routed through the proxy  

• Is used to create the Route header field in subsequent requests 

• Route 

• Is used to forcibly route a request through the listed set of proxies 

Example: 

 INVITE sip:bob@wagdy.com SIP/2. 

   Record-Route:<scscf.wagdy.com.lr> 

   Record-Route:<pcscf.wagdy.com.lr> 

Example: 

 INVITE sip:bob@wagdy.com SIP/2. 

   Route:<scscf.wagdy.com.lr> 



Header Fields - Via 

• Via:  

• Identifies the route for the response 

• MUST contain a branch parameter: to identify the transaction 

Example: 

 SIP/2.0 200 OK 

 Via: SIP/2.0/UDP server10.wagdy.com;  branch=z9hG4bKnashds8; 

 Via: SIP/2.0/UDP bigbox3.site3.atlanta.com; 

 branch=z9hG4bK77ef4c2312983.1; 

 Via: SIP/2.0/UDP pc33.atlanta.com; 

 branch=z9hG4bK776asdhds ;received=192.0.2.1 



Header Fields - Supported 

• Supported 

• 100rel extension provides an appropriate mechanism for 

the reliable transportation of the 100 response  

• The acknowledgement request method for a provisional 

response in 100rel is PRACK  

• 100rel extension can be realized through the Supported 

header fields  

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

 Supported: 100rel, 



Header Fields - Content-length/Content-Type 

• Content-length 

• Indicates the size of the message body 

• If a message does not contain a message body, the value of the 

Content-Length header field must be set to 0. 

 

 

 

 

• Content-type 

• Indicates the media type of the message body sent to the recipient  

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

 Content-Length: 142 

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

 Content-Type: application/sdp 



Header Fields - Expires 

• Expires 
• Gives the relative time after which the message (or content) 

expires  

REGISTER sip:registrar.wagdy.com SIP/2.0 

To: Bob <sip:bob@wagdy.com> 

From: Bob<sip:bob@wagdy.com>;tag=456248 

Expires: 0 

For the REGISTER message 

If the value of Expires fields 

is 0, means this is the  

DE-REGISTER request 



Header Fields - Max-Forwards & User-Agent 

• Max-Forwards: to limit the number of hops a 

request can transit on the way to its destination 

• The error response is 483 (too many hops). 

• In request message 

 

• User-agent 

• contains information about the UAC originating the 

request  

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

 Max-Forwards: 70 

Example: 

 INVITE sip:bob@wagdy.com SIP/2.0 

 User-agent: Flexit-IMS softphone V1.2D301 



Summary 

• SIP is used to establish, modify and terminate a multimedia conference, 

such as conference call over Internet. SIP can be used to initiate sessions 

as well as inviting members to sessions that have been advertised and 

established by other means. 

• SIP request messages: SIP messages sent by a client to the server on the 

basis of designated operation for activation, which include such messages 

as INVITE, PRACK, BYE, CANCEL, UPDATE, etc. 

• SIP Response Messages: Used to display the status of the requests sent 

by clients to the server, including the 1xx, 2xx, 3xx, 4xx, 5xx and 6xx 

responses and ACK. 

• The functions of each command in SIP call process should be mastered as 

the key points. 



SIP Life Examples 



FUZZING Test – Introduction 

• The FUZZING tests are in total extracted out of the "PROTOS Test-Suite: 
c07-sip" of the University of OULU 

• The main focus of this test suite is how the implementation of a User 
Agent (UA) or a SIP Proxy Server handle INVITE requests 

• This test suite focuses the robustness and security testing of the 
Implementation Under Test (IUT) receiving malformed and INVITE 
requests 

• The test suite tests SIP via UDP only. 

• To provoke failures the sent INVITE Messages contains one or more of the 
exceptional elements 

 



FUZZING Test – Failure criteria 

1. A device undergoes a fatal failure and stops functioning normally. 

2. A process or a device crashes or hangs and needs to be restarted 
manually. 

3.  A process or a device crashes and restarts automatically. 

4.  A process consumes almost all CPU and/or memory resources 
for an exceptionally long or indefinite time. 

     The test fails if one of the above mentioned failures occurs due to 
receiving an INVITE containing one or more of the exceptional 
elements. 

 



FUZZING Tests –Exceptional Element Categories 

An exceptional element is a piece of 

data designed to provoke undesired 

behavior of the test subject. A single 

test-case contains one or more 

exceptional elements. An exceptional 

element can violate the protocol 

specification, but often it is legal or in 

the hazy region between legal and 

illegal constructs. In a nutshell, an 

exceptional element is an input that 

might not have been considered 

properly when implementing the 

software.  

 



FUZZING Test Scenario 



FUZZING Test Results 

PROTOS test trace for OpenSER Overflow   -  general, 'a' (0x61) character overflows up to 128k 



FUZZING Test Results 

PROTOS test trace for OpenSER Overflow   -  general, 'a' (0x61) character overflows up to 128k 



FUZZING Test Results 

PROTOS test trace for OpenSER Overflow-  general, 'edv' (0x61) character overflows up to 128k  



FUZZING Test Results 

PROTOS test trace for OpenSER Format strings (eg. %s%s%s or %.4097d) 



PROTOS Test Results – Life Sample 



FUZZING Test Results – Life Sample 



FUZZING Test Results – Life Sample 

PROTOS test trace for OpenSER Overflow   -  general, 'a' (0x61) character 
overflows up to 128k 



FUZZING Test Results – Life Sample 



Testing with Spectra2|SE 

• The Spectra 2|SE software testing solution is a Windows PC based software 
application that provides users with the capability to test IMS and VoIP 
networks from their laptops or desktops. 

• Spectra 2|SE is an industry leading easy to learn and easy to use scripting  
interface.Spectra2|SE delivers pre installed possibilities and Enables 
defining of tests. 

• Testing with the Spectra2|SE standard comply using ETSI TS 102 027-2 
V6.1.1 or RFC 3261. 

• This test was experimentally studied with the OpenSER running on Intel 
Pentium 4 CPU with 3.20 GHz and 1 GB RAM. 

• The operating system is a Debian/Linux with Kernel version 2.6.18-6-686. 

• The Spectra 2|SE PC and the OpenSER PC are connected on a 100 Mb/s 
Ethernet LAN network.  

• The test suite tests SIP via UDP only. 

 

 



Testing with Spectra2|SE 



 
 

Testing withSpectra2|SE 



Testing withSpectra2|SE 



 Spectra2|SE Results – Life Sample 



VoIP Signaling Protocols (MGCP,MEGACO,H.248) 



What is MGCP ? 

Media Gateway Control Protocol . 

A protocol for controlling telephony gateways from external call control 

elements called media gateway controllers or call agents.  

IETF RFC 2705 Media Gateway Control Protocol 

Characteristics of MGCP 

•  A master/slave protocol. 

• Assumes limited intelligence at the edge (endpoints) and intelligence at the 

core (call agent). 

• Used between call agents and media gateways. 

• Differs from SIP and H.323 which are peer-to-peer protocols. 

• Interoperates with SIP and H.323. 



• Call agent or media gateway controller 

– Provides call signaling, control 

and processing intelligence to the 

gateway. 

– Sends and receives commands 

to/from the gateway. 

• Gateway 

– Provides translations between 

circuit switched networks and 

packet switched networks. 

– Sends notification to the call agent 

about endpoint events. 

– Execute commands from the call 

agents. 
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– When  Phone A goes offhook  
Gateway A sends a signal to the call 
agent. 

– Gateway A generates dial tone and 
collects the dialed digits. 

– The digits are forwarded to the call 
agent. 

– The call agent determines how to 
route the call. 

– The call agent sends commands to 
Gateway B.   

– Gateway B rings phone B. 

– The call agent sends commands to 
both gateways to establish 
RTP/RTCP sessions. 
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What is MEGACO ? 

A protocol that is evolving from MGCP and developed jointly by ITU and 

IETF: 

Megaco - IETF. 

H.248 - ITU. 

MEGACO Network 



VoIP Signaling Protocols (BICC) 
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BICC in Soft-Switch Core Network 



Introduction to BICC Protocol 
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Introduction to BICC Protocol 



Main Services Supported by BICC 



BICC Protocol Versions 



Differences Between BICC and ISUP 
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BICC Protocol Stacks 

STC: Signaling Transport Converter used by Bearer Independent Call Control (BICC) 
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STC: Signaling Transport Converter used by Bearer Independent Call Control (BICC) 
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New Concepts of BICC 



Forward Bearer Setup 



Backward Bearer Setup 



ATM Bearer Mode 



IP Bearer Mode  



The Tunneling Transport Mode of IPBCP 



Codec Negotiation Function 



Content 



BICC Message Structure 



Codec List 



Codec Information 



Codec Information Trace 



Thank You 


